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DO NOT
use terrible passwords

most common passwords:

password

123456
123456789

guest

gwerty
12345678

111111

12345

from nordpass.com

Lists of known passwords
from hacked databases
are fed into
password-breaking tools.



DO NOT
reuse passwords

If a foe discovers your
password to one account,
they’1ll try it on other

accounts. \
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haveibeenpwned.com
to see if your logins

or passwords are
compromised




DO
use long passwords

Time to crack
your password

length numbers letters

4

6 minutes
8 seconds hours
10 hours months
12 days yearslb

from hivesystems.io



DO
use a password manager

to create & store
strong, long, random
passwords
that you don't type in
yourself

passwords like:
tgp6WbbYj8$2K)K@@5TD3

+1 for the built-in password
manager in your browser



DO
use passphrases

To protect your password
manager and unlock devices.
Random words make an
easy-to-remember phrase.
Make one on dicepass.org

correct borse battery staple

from xkcd.com



DO
use two-factor
authentication

via text or token or app




Learn more
https://beav.es/defend-dissent
https://activistchecklist.org/

https://www.freetospeakforall.org
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